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General Third-Party Service Provider Due Diligence Guidance and Considerations 

Set forth below are some general due diligence considerations licensees should consider when developing a TPSP program:

A. Risk Management 
Licensees must have risk management processes that are commensurate with the level of risk and complexity of its third-party relationships and the licensee's organizational structure.  Licensees should exercise more comprehensive and rigorous oversight and management of third-party relationships that involve critical activities (i.e., significant licensee functions such as extension of or binding of insurance coverage, claims or premium payments, significant shared services (e.g., information technology)) or other related activities that:

· could cause a licensee to face significant risk if the third-party fails to meet expectations or otherwise protect nonpublic information;
· could have significant customer impacts;
· could require significant investment in resources to implement the third-party relationship and manage the risk; or
· could have a major impact on licensee operations if the licensee has to find an alternate third-party or if the outsourced activity has to be brought in-house.

Periodic reviews of the risk management process must be conducted to ensure compliance with the SCIDSA.  They enable management to assess whether the process aligns with the licensee's strategy and effectively manages risk posed by third-party relationships.

B. Due Diligence and Third-Party Selection
A licensee must conduct a due diligence review of all potential third-parties that will be given access to NPI before selecting and entering into contracts or relationships. A licensee should not rely solely on experience with or prior knowledge of the third-party as a proxy for an objective, in-depth assessment of the third-party's ability to perform the activity in compliance with all applicable laws and regulations and in a safe and sound manner.
The degree of due diligence should be commensurate with the level of risk and complexity of the third-party relationship. More extensive due diligence is necessary when a third-party relationship involves critical activities. If the licensee uncovers information that warrants additional scrutiny, it should broaden the scope or assessment methods of the due diligence as needed.  

a. Strategies and Goals
Review the third-party's overall business strategy and goals to ensure they do not conflict with those of the licensee. Consider how the third-party's current and proposed strategic business arrangements (such as mergers, acquisitions, divestitures, joint ventures, or joint marketing initiatives) may affect the activity. Also consider reviewing the third-party's service philosophies, quality initiatives, efficiency improvements, and employment policies and practices.

b. Legal and Regulatory Compliance
Evaluate the third-party's legal and regulatory compliance program to determine whether the third-party has the necessary licenses to operate and the expertise, processes, and controls to enable the licensee to remain compliant with domestic and international laws and regulations. Check compliance status with regulators and self-regulatory organizations as appropriate.

c. Financial Condition
Assess the third-party's financial condition, including reviews of the third-party's audited financial statements. Evaluate growth, earnings, pending litigation, unfunded liabilities, and other factors that may affect the third-party's overall financial stability. Depending on the significance of the third-party relationship, the licensee's analysis may be as comprehensive as if extending credit to the third-party.

d. Business Experience and Reputation
Evaluate the third-party's depth of resources and previous experience providing the specific activity. Assess the third-party's reputation, including history of customer complaints or litigation. Determine how long the third-party has been in business, its market share for the activities, and whether there have been significant changes in the activities offered or in its business model. Conduct reference checks with external organizations and agencies such as the industry associations, Better Business Bureau, Federal Trade Commission, state attorneys general offices, state consumer affairs offices, and similar foreign authorities. Check U.S. Securities and Exchange Commission or other regulatory filings. Review the third-party's websites and other marketing materials to ensure that statements and assertions are in-line with the licensee's expectations and do not overstate or misrepresent activities and capabilities. Determine whether and how the third-party plans to use the licensee's name and reputation in marketing efforts.

e. Fee Structure and Incentives
Evaluate the third-party's normal fee structure and incentives for similar business arrangements to determine if the fee structure and incentives would create burdensome upfront fees or result in inappropriate risk taking by the third-party or the licensee.

f. Qualifications, Backgrounds, and Reputations of Company Principals
Ensure the third-party periodically conducts thorough background checks on its senior management and employees as well as on subcontractors who may have access to critical systems or confidential information. Ensure that third-parties have policies and procedures in place for removing employees who do not meet minimum background check requirements.

g. Third-Party’s Risk Management
Evaluate the effectiveness of the third-party's service provider arrangements as a part of its enterprise risk assessment and risk management program, including policies, processes, and internal controls. Processes for escalating, remediating, and holding management accountable for concerns identified during audits or other independent tests should also be evaluated.  

h. Information Security
Assess the third-party's information security program. Determine whether the third-party has sufficient experience in identifying, assessing, and mitigating known and emerging threats and vulnerabilities. When technology is necessary to support service delivery, assess the third-party's infrastructure and application security programs, including the software development life cycle and results of vulnerability and penetration tests. Evaluate the third-party's ability to implement effective and sustainable corrective actions to address deficiencies discovered during testing.
Here are some additional items for your consideration:
· Review the TPSP’s certifications of compliance with applicable cyber security practices such as NIST, ISO, GDPR, etc.
· Request a certification that a vulnerability security audit has been completed in the past 12 months by a qualified party that shows that no vulnerabilities are present or they have been addressed.  Secure documentation of those results.
· Consider using a TPSP Questionnaire that addresses the adequacy of the TPSP’s cybersecurity program.
Determine whether the TPSP needs access to NPI to perform services for your organization.  If so, assess the level of risk to your business.

i. Management of Information Systems
Gain a clear understanding of the third-party's business processes and technology that will be used to support the activity. When technology is a major component of the third-party relationship, review both the licensee's and the third-party's information systems to identify gaps in service-level expectations, technology, business process and management, or interoperability issues. Review the third-party's processes for maintaining accurate inventories of its technology and its subcontractors. Assess the third-party's change management processes to ensure that clear roles, responsibilities, and segregation of duties are in place. Understand the third-party's performance metrics for its information systems and ensure they meet the licensee's expectations.

j. Disaster Recovery and Business Continuity
Assess the third-party's ability to respond to service disruptions or degradations resulting from natural disasters, human error, or intentional physical or cyber-attacks. Determine whether the third-party maintains disaster recovery and business continuity plans that specify the time frame to resume activities and recover data. Review the third-party's telecommunications redundancy and resilience plans and preparations for known and emerging threats and vulnerabilities, such as wide-scale natural disasters, distributed denial of service attacks, or other intentional or unintentional events. Review the results of business continuity testing and performance during actual disruptions.




k. Incident Reporting and Management Programs
Review the third-party's incident reporting and management programs to ensure there are clearly documented processes and accountability for identifying, reporting, investigating, and escalating incidents. Ensure that the third-party's escalation and notification processes meet the licensee's expectations and regulatory requirements. 

l. Physical Security

Evaluate whether the third-party has sufficient physical and environmental controls to ensure the safety and security of its facilities, technology systems, and employees.

m. Human Resource Management

Review the third-party's program to train and hold employees accountable for compliance with policies and procedures. Review the third-party's succession and redundancy planning for key management and support personnel. Review training programs to ensure that the third-party's staff is knowledgeable about changes in laws, regulations, technology, risk, and other factors that may affect the quality of the activities provided.

n. Reliance on Subcontractors

Evaluate the volume and types of subcontracted activities and the subcontractors' geographic locations. Evaluate the third-party's ability to assess, monitor, and mitigate risks from its use of subcontractors and to ensure that the same level of quality and controls exists no matter where the subcontractors' operations reside. Evaluate whether additional concentration-related risks may arise from the third-party's reliance on subcontractors and, if necessary, conduct similar due diligence on the third-party's critical subcontractors.

o. Insurance Coverage
Verify that the third-party has fidelity bond coverage to insure against losses attributable to dishonest acts, liability coverage for losses attributable to negligent acts, and hazard insurance covering fire, loss of data, and protection of documents. Determine whether the third-party has insurance coverage for its intellectual property rights, as such coverage may not be available under a general commercial policy. The amounts of such coverage should be commensurate with the level of risk involved with the third-party's operations and the type of activities to be provided.

p. Conflicting Contractual Arrangements with Other Parties

Obtain information regarding legally binding arrangements with subcontractors or other parties in cases where the third-party has indemnified itself, as such arrangements may transfer risks to the licensee. Evaluate the potential legal and financial implications to the licensee of these contracts between the third-party and its subcontractors or other parties.
Senior management should review the results of the due diligence to determine whether the third-party is able to meet the licensee's expectations and whether the licensee should proceed with the third-party relationship. If the results do not meet expectations, management should recommend that the third-party make appropriate changes, find an alternate third-party, conduct the activity in-house, or discontinue the activity. As part of any recommended changes, the licensee may need to supplement the third-party's resources or increase or implement new controls to manage the risks. Management should present results of due diligence to the board when making recommendations for third-party relationships that involve critical activities.

C. Contract Negotiation
The key to compliance is the terms and conditions of the contract.  Once the licensee selects a third-party, management should negotiate a contract that clearly specifies the rights and responsibilities of each party to the contract. Additionally, senior management should obtain board approval of the contract before its execution when a third-party relationship will involve critical activities. A licensee should review existing contracts periodically, particularly those involving critical activities, to ensure they continue to address pertinent risk controls and legal protections. Where problems are identified, the licensee should seek to renegotiate at the earliest opportunity. Contracts should generally address the following:

a. Nature and Scope of Arrangement
Ensure that the contract specifies the nature and scope of the arrangement. For example, a third-party contract should specifically identify the frequency, content, and format of the service, product, or function provided. Include in the contract, as applicable, such ancillary services as software or other technology support and maintenance, employee training, and customer service. Specify which activities the third-party is to conduct, whether on or off the licensee's premises, and describe the terms governing the use of the licensee's information, facilities, personnel, systems, and equipment, as well as access to and use of the licensee's or customers' information. When dual employees will be used, clearly articulate their responsibilities and reporting lines.  Specify how the third-party will safeguard your NPI.

b. Performance Measures or Benchmarks
Specify performance measures that define the expectations and responsibilities for both parties including conformance with regulatory standards or rules. Such measures can be used to motivate the third-party's performance, penalize poor performance, or reward outstanding performance. Performance measures should not incentivize undesirable performance, such as encouraging processing volume or speed without regard for accuracy, compliance requirements, or adverse effects on customers. Industry standards for service-level agreements may provide a reference point for standardized services, such as payroll processing. For more customized activities, there may be no standard measures. Instead, the licensee and third-party should agree on appropriate measures.

c. Responsibilities for Providing, Receiving, and Retaining Information
Ensure that the contract requires the third-party to provide and retain timely, accurate, and comprehensive information such as records and reports that allow the licensee’s management to monitor performance, service levels, and risks. Stipulate the frequency and type of reports required, for example: performance reports, control audits, financial statements, security reports, compliance responsibilities and reports for monitoring potential suspicious activity, reports for monitoring customer complaint activity, and business resumption testing reports.
d. The Right to Audit and Require Remediation
Ensure that the contract establishes the licensee's right to audit, monitor performance, and require remediation when issues are identified. Reserve the licensee's right to conduct its own audits of the third-party's activities or to engage an independent party to perform such audits. Audit reports should include a review of the third-party's risk management and internal control environment as it relates to the activities involved and of the third-party's information security program and disaster recovery and business continuity plans.

e. Responsibility for Compliance with Applicable Laws and Regulations
Ensure the contract addresses compliance with the specific laws, regulations, guidance, and self-regulatory standards applicable to the activities involved, including provisions that outline compliance with certain provisions of the Gramm-Leach-Bliley Act (GLBA). Ensure that the contract requires the third-party to maintain policies and procedures which address the licensee's right to monitor and conduct periodic reviews so as to verify the third-party's compliance with the licensee's policies and expectations. 

f. Cost and Compensation
Fully describe compensation, fees, and calculations for base services, as well as any fees based on volume of activity and for special requests. Ensure the contracts do not include burdensome upfront fees or incentives that could result in inappropriate risk taking by the licensee or third-party. Indicate which party is responsible for payment of legal, audit, and examination fees associated with the activities involved.

g. Ownership and License
State whether and how the third-party has the right to use the licensee's information, technology, and intellectual property, such as the licensee's name, logo, trademark, and copyrighted material. Indicate whether any records generated by the third-party become the licensee's property.

h. Confidentiality and Integrity
Prohibit the third-party and its subcontractors from using or disclosing the licensee's information, except as necessary to provide the contracted activities or comply with legal requirements. If the third-party receives licensee customers' nonpublic information, the contract should ensure that the third-party implements and maintains appropriate security measures to comply with privacy regulations and regulatory guidelines. Specify when and how the third-party will disclose, in a timely manner, information security breaches that have resulted in unauthorized intrusions or access that may materially affect the licensee or its customers. Stipulate whether and how often the licensee and the third-party will jointly practice incident management plans involving unauthorized intrusions or other breaches in confidentiality and integrity.

i. Business Resumption and Contingency Plans
Ensure the contract provides for continuation of the business function in the event of problems affecting the third-party's operations, including degradations or interruptions resulting from natural disasters, human error, or intentional attacks. 
Ensure that the contract requires the third-party to provide the licensee with operating procedures to be carried out in the event business resumption and disaster recovery plans are implemented. Include specific time frames for business resumption and recovery that meet the licensee's requirements, and when appropriate, regulatory requirements. Stipulate whether and how often the licensee and the third-party will jointly practice business resumption and disaster recovery plans.

j. Indemnification
Consider including indemnification clauses that specify the extent to which the licensee will be held liable for claims that cite failure of the third-party to perform, including failure of the third-party to obtain any necessary intellectual property licenses. Carefully assess indemnification clauses that require the licensee to hold the third-party harmless from liability.

k. Insurance
Stipulate that the third-party is required to maintain adequate insurance, notify the licensee of material changes to coverage, and provide evidence of coverage where appropriate. Types of insurance coverage may include cyber liability insurance coverage, fidelity bond coverage, liability coverage, hazard insurance, and intellectual property insurance.

l. Dispute Resolution
Consider whether the contract should establish a dispute resolution process (arbitration, mediation, or other means) to resolve problems between the licensee and the third-party in an expeditious manner, and whether the third-party should continue to provide activities to the licensee during the dispute resolution period.

m. Limits on Liability
Determine whether the contract limits the third-party's liability and whether the proposed limit is in proportion to the amount of loss the licensee might experience because of the third-party's failure to perform or to comply with applicable laws. 

n. Default and Termination
Ensure that the contract stipulates what constitutes default, identifies remedies and allows opportunities to cure defaults, and stipulates how the contract can be terminated and the circumstances and responsibilities for termination. Clearly assign all costs and obligations associated with transition and termination.

o. Customer Complaints
Specify whether the licensee or third-party is responsible for responding to customer complaints. If it is the third-party's responsibility, specify provisions that ensure that the third-party receives and responds timely to customer complaints and forwards a copy of each complaint and response to the licensee. 

p. [bookmark: _GoBack]Subcontracting
Stipulate when and how the third-party should notify the licensee of its intent to use a subcontractor. Specify the activities that cannot be subcontracted or whether the licensee prohibits the third-party from subcontracting activities to certain locations or specific subcontractors. 

q. Foreign-Based Third-Parties
Licensees should seek legal advice to ensure the enforceability of all aspects of a proposed contract with a foreign-based third-party and other legal ramifications of each such arrangement. Foreign courts and laws may differ substantially from U.S. courts and laws in the application and enforcement of choice-of-law covenants, requirements on licensees, protection of privacy of customer information, and the types of information that the third-party or foreign governmental entities will provide upon request vary. 

r. Ongoing Monitoring
Ongoing monitoring for the duration of the third-party relationship is an essential component of the licensee's risk management process. More comprehensive monitoring is necessary when the third-party relationship involves critical activities. Senior management should periodically assess existing third-party relationships to determine whether the nature of the activity performed now constitutes a critical activity.

s. Termination
A licensee may terminate third-party relationships for various reasons, including:
· expiration or satisfaction of the contract.
· desire to seek an alternate third-party.
· desire to bring the activity in-house or discontinue the activity.
· breach of contract.
Management should ensure that relationships terminate in an efficient manner, whether the activities are transitioned to another third-party or in-house, or discontinued. In the event of contract default or termination, the licensee should have a plan to bring the service in-house if there are no alternate third-parties. The extent and flexibility of termination rights may vary with the type of activity.

D. Oversight and Accountability
The licensee's board of directors (or a board committee) and senior management are responsible for overseeing the licensee's overall risk management processes. The board, senior management, and employees within the lines of businesses who manage the third-party relationships have distinct but interrelated responsibilities to ensure that the relationships and activities are managed effectively and commensurate with their level of risk and complexity, particularly for relationships that involve critical activities.


[image: scseal_gold]Governor Henry McMaster

Director Raymond G. Farmer 

	                                 
image1.png




image2.png




